ICS 33.040.50
M 33

e NS 3R M ] 5K b dE

GB/T 38797—2020

ETrRAEGEMHETERMBIL
ZEMXTE EEEPMX

Test method for security of broadband customer network equipment based

on public telecommunication network—Broadband customer gateway

2020-04-28 & 0 2020-11-01 £ 5%

] 5 1 b s B RS,
55 i e fE % 7 % B &



GB/T 38797—2020

SN
IS IR T R Ry P R PR R T PP P LR PPRYTRTT IR i
1 JuM 1

EWEE ooeees
4.1 wEREH
4.2 Vil fs1 %R
4.3 VPN TIHE +ooeoeeencteosssorsnsssssnsanstttossosessssossssnnssesossonstetonssossssssssnsanstesosssossrssesssssansns
4.5 B K Dy g

4.6 B Bl U fig

4.7 MG A
5.1 BRI TITATIE «evveeveeennemnnne ottt it et e et et e e e e e
5.2 I A IJJHE veeereernrereeeenerenneeeeet et ee e et ete e et et et e et et e e et eae e sen et b e st s ae s
o A v P g U PR
L T 0B T T R
T.1 FFORTIBE oooooonvecetosecasetonsnssnnstnsonsanstessosssssssssssssanstessssonesesssssssssssesssanstesorssorsrsss
7.2 EREFEJH 6

7.3 FEFRIBBTTIBE oo ceeoeecstetoronssnnntitimsatttoosssossssssnsanstesossonetetssssssssssessssanstetorssossrsss

8.1 HELJEI ST e vereremveveseonomemee e ceteae e en st st e ses sae e e sen sae e aes st sae e sen e e e sen sae e v
8.2 g Hs . ad it oR 37 ik

=~ w Do
—

© N U1 B~ R R W N

[@a]
—_
—_

—_ =
—_ =

(o)
—_
—_

—_
DO = =

-3
—
Do

— =
w DN

oo
—_
w

— =
W w



GB/T 38797—2020

—t

]l

i

AARAE IR GB/T 1.1-—2009 25 H () 3000 ke 2,

T AR SO R e 28 TRV S B o A SO 1Y & A AR AS R R TR0 3 28 R 1Y BEAT:
A bR o R A N B IR Tl S B R

A bR R 4 38 A5 bR E A B R 2 5145 (SAC/TC 485)IH H

A F R PR v A R E R S B

ABRfE LR LRI R,



GB/T 38797—2020

ETARBREMHNEFERAMKILE
ZEMRFTE EFEPKX

ABRUERLE T 5 T 1 LA 0 54 9815 5 7 10 285 vp il 20 7 0 S A P P o T 22 4 A3 o T4 4

PP T 22 4 LA R RE TR R AL U2 A BT ik

2

.

3

ASHRAESE JH T2 T 00 T A A 0 114 S 0 19 265 o 110 S 0 7 5

Mtk A4

B SRR A SO I R AR RIS T HOH 0 51 R SO AT H O RROAS & AR S
JURARTE H A 51 H S H5 B AR CRLEE B A (948 e B0 38 A SO

YD/T 10552005 & A W54 38 7 i AN FRECT- 1 2 (ADSL)

YD/T 1082—2011 42 A WA o B F o H 3t 7 47 S 6 AR B 455 3 1oy P 32 R SR R 3y ik
YD/T 1440-—2006 % H #5 1% £ % 2 WK 5 32— P 2% i 4% (& F TPv4)

GERGIE

T8 4 W 1 3 T AR SO

AP L4 A7 5 (Access Point)

ARP . #4il ## ¥ i (Address Resolution Protocol)

BRAS. %54 82 AR 55 #% (Broadband Remote Acces Server)

DMZ . [ & IX (Demilitarized Zone)

DoS: 5 44 ik 45 (Denial of Service)

FTP. X A& % Wi (File Transfer Protocol)

HTTP . # A EHth i (Hypertext Transfer Protocol)

HTTPS. %488 XA £ i p i (Hypertext Transfer Protocol Security)
INTERNET . [H 45 M (Interconnected Network)

IGMP . H Bk M 2H 48 B 31 (Internet Group Management Protocol)
1P H 5 M #p i (Internet Protocol)

MAC . i 5 $#: A #2 )2 (Mdium Access Control)

NAT . Mk 2s#e (Network Addess Transform)

PC: ™ A1t L (Personal Computer)

PPPoE. D) &AM I A % 5 31 (Point-to-Point Protocol over Ethernet)
RMS. £ & MR % #% (Remote Management Server)

SSID. Ik % £ #5iH (Service Set Identifier)

TCP . A&+ 8 3 ( Transmission Control Protocol)

TFTP. fij B A& i 901 ( Trivial File Transfer Protocol)
UDP . ] P #3E # 1L (User Datagram Protocol)



GB/T 38797—2020

URL. % — %5 € i #% (Uniform Resource Locator)
VPN E#IE H M (Virtual Private Network)
WEP . 4430 (Wired Equivalent Privacy)
WLAN. G4 /3 M (Wireless Local Area Network)
WPA-PSK . Wi-Fi {4742 A-Ti 22 8840 (Wi-Fi Protected Access-Pre-Shared Key)
4 ARFm=REli
4.1 =EeEHHE
4.1.1 EREBRZEMHEMNK
4.1.1.1 WK B

FH P AT 9 28 A8 BRI 5 A0 P8 il B2 I RN A T 8 A A I BV BT TR EURR IR AT S
A, B A T R (A A AL PRAIE A 114 2 R TR I 2R AT S R R 2R 2
IO S A5 25 PR I ) Sl Y L % 2 A R Y N RE B .

4.1.1.2 Wik E
I LA 1

INTERNET BRAS BATR [ZES FAFPC

Bl EERELLSENREE
4.1.1.3 TR E B

WA B aE .

a)  FRME 1 T

b) 7 PC &R

o) B M A I T K 1 R R

&) AFF— Bros PR ] 5 761 A B B i b R T R

e)  VERHE G B U5 R) DG AT BT O S AR IR

4.1.1.4 FHAER

A b T B A B A e AR T A B BT A T TR,

UE o, BB SRS, BE S N I AV AT IR R .

AR S B EE 3R E O G BE B T AT R B 2 SR B R e e v AT IR W
EEPEF,

LR oW S AR B B R 28U .
4.1.2 LEARKSER
4.1.2.1 AiXBE/HY

38 P IS LA T TR 11 R A T RN A A AR RE T, T D B SRR E L T HRE S B AR Ik S 1Y



GB/T 38797—2020

4122 WiLEE
e B LA 1
4.1.2.3 NS E

ML TRMT

a) HEME LS T

by 7E PC 1 DA 38 P 5 5 sk B0 4 AR 7T DL A ) FITEC B 19 N 25
o) BUUE SR 1

d) R S R S L PR A AR A I B A T

4.1.2.4 FHER

PR b) L K S 6 S R AT LA A B 2 B As AT R SEACIR S L AT AR AT > S B
To ¥ e B AN TEALBR VS N i 2 8

AR o) rh L AT LG 3 P P TS 0 R AT A A SO R 2 R

B2 FOL IR N A T RN e

413 EFEARAPKSWK
4.1.3.1 WK E®
BB S R 56 4 S G T I O G O P S 0 P 4 R S
4.1.3.2 MHiKEE
LR L TS I O
4.1.3.3 MK B

AL R AR

a) R AT

by 7E PC 1 DUE BE G P K 5 5 SR04 o A8 R AT LA ) FITEC 5 00 P4 2 5
o) BUUEE IR 1

d) T B A 5 SR G PO A R S I S 1

e) A YT M kT B B I AT G

£ B RS T A3 38 T U S R Rl

g HIH R S TR R

4.1.3.4 WHER

A b A B G P S8 S S T LA B S R A T 58 B R AR R
AR D T Y R T OE RO SR

AR e H A BT P NS T e e kS AT B R

AT O IH A kS R .

A @) BT I T S BE A I R

4.2 pEEHIGI&

P A4 51 FTh RE (I I 28 WL YD/ T 1440—2006 H1 5.4 [HHLAE .



GB/T 38797—2020

4.3 VPN IjgE

VPN gl N A& WL YD/ T 1440—2006 1 6.3 BIRLE

4.4 NAT IfgE

NAT TRl N2 WL YD/ T 1440—2006 1 5.5 BIHLE .

4.5 PBINEETNEE

451 MiXB®

P 5 VL S 45 B K 338 DI RE & SRS By KIS R A0 B L I SORFRE T AR RN i SC AT o i

— SCRFAR AR U MAC stk 3R AT 4 S0 8

— SCRPARE IR TP M hk R B H A TP ik K3 B R AT 4R S0 U

— SCRFRYE TCP/UDP i 11 83 B BE L H Y 3 11 K3 B B AT 4 S g
SRR DK 9 6 1) P DK R R AT i S D

SRR UK R0 4 19 £ i J2 DR ISR R AT 4 SCid B L 2R AT IP/PPPoE/ ARP Y533 5
AR X WG TC AN ) ) S AT Ak B B0 T 5 L X DG T AN D) ) 4 ST Y Kb BEASE S AT e RAR IR

2 7 BRI 2 1k B
452 WiXEE

D AC DL A 2

RS2 |

ZERHHL

BATA ZES P28 S AT

WL [—

453 ML B

A R AR

B2 BANEIhEENREE

a) MK 2 AT ER: . 7E Web FLTE b e B 5G b7 A bk 25 2%

b) P E R OCAR % I 1 AT i SO g I NS A3 B A 11 2 ik Y s R 48 A8 S I AR
SC, WL R 2 43 A AN o 11 1 WC 3 9 41 S

o) Aol C E R OCAR 4R IR/ H i MAC Hehk U5/ B 1 TP sk 5/ H % TCP/UDP s L LK M H
WY DK A 1) A% B J2 IR AU B R A7 4 Sk s 9 DA 4 43 A A s 11 2 K 32 R E 4 ST L
LMo Ao F1 1 B A S

4.5.4 FHHER

AR @) Web ST b AT FC B B A5G B9 S S0. 3 h mR R =

4



GB/T 38797—2020

HBR o W26 A3 A A 1 1 WAe 38 A4 4 SCOREAF B BT TEC B B X S BRI
4.6 BRI IHAE
4.6.1 Fh DoS I &
4.6.1.1 Wik BH
W5 I RE B R HE B DoS i T fE .
4.6.1.2 MHiXBEE
MRS E WA 2,
4.6.1.3 MiXTE

WAL TR T -

a)  FRIRE 2 #ATiE

b)  PC LS M AL 1 AR A BT AN 2 A RN LA — S 3R A B A R i

o) O P 4 A gy BT A LA I O ) 25 Ml ik S H AR AT DoS Bt il ik, 4n & 3% K i ping 305
& 121k DoS Wik,

4.6.1.4 FHLER

HBE o LS AT A T AN 4 A BT AN 2 22 T A TE A DL R D I AN R
AR D R AR HT AT A4 3 A AN 2 22 T) B TR LK I R A L L B

4.6.2 BrimEOHHEEEN

4.6.2.1 MiXEM

0 5 7 A% 12 146 75 S 11 41340 D0 B o S35 Bl A 1 o s I ) 8 e 1 41
4.6.22 MiXEE
e LA 3
Wk PC BATA ZES

B3 BmOR#mNKEE

46.2.3 AKX

P BRANR -

a) RN 3 PEATIERE IV S WS I By s 1 39 D RE » 5% L S AT B IR 5 g 141 A 1) At g 11
by AR PC b S 1130 B X 5 i) WAN I TP BEAT 4148 5

o AEMHK PC _E#EAT AL . 20 Hrfle 21 9 41 3

4.6.2.4 FHLER
ARIT IR (1 3 1182 IR R o E RS A4 3 10 R BE SR 1 AR 4 S IR AR R B R ASZEAT IR B o



GB/T 38797—2020

4.6.3 MR#IEiHO MAC it = S B EThee
4.6.3.1 MiXEH

PO 2 17 e R ) DA A T P i 11 2 >0 1 i MAC b il ¥t
4.6.3.2 WiLEE

I LA 4

BRAS BATA ZFS

W BT X

B 4 MAC it = ERHINXEE

4.6.3.3 MXSR

NIURFEIZE 7 3 /(1

a)  HEMRE 4 ST L BRI DG 11 2 2] B A IR MAC il n
b)Y R PR A 11 1 &k P MAC sl AR n+1 8000
o) ATAT IS EIMSC A AT A T2 A 3 1 B B

4.6.3.4 FHZER
PR o R BT 2 IS R IR e g%
4.6.4 JEEBRBIFIEH I 8E
4.6.4.1 WiXEH
D SR By 1k P SIS ZH R . AT DA Ik s 1R B IGMP Query 1 2H #5586 41 5C .
4.6.4.2 NHiKEE
HURE LT TN <
4.6.43 MK

M RAR

a) MR 4 PEAT AR R A PR T A 2 TC B AL RE % 0 g TP ki R 2R b AT L 9
T H PR 2% BB A A 15

by AR 28 B A A8 11 2 ATCRD L T I 28 B B0 A S 11 1 A& H P

o) TE R ZE UM A S 2 CRL o 0 2% IR IS A AN S T4 1 SR

A AE R 25 BB A 2 R R 25 B B A A8 1 1 A2k IGMP Query #123C



GB/T 38797—2020
e FEM L UL O 11 2 ATUE 4% B U5 B 30 11 1 sk 4l bk 5 P14 bk 4 ) A 241 46 50
P S
4.6.4.4 WHER

AR ) Hp R 25 B A A 1 AT IE R WO B PRI 94 B o B A S 1 2 T R 2 4

AL
P RO E R 37 NG VT G B U A ST e S O G W v 2 ) A R 8 A R GRS R
IR

AR ) R4 AT A 2 AT AR 199 2% Db B A8 1 2 i 4 S
AR e rf R 25 BRSO A S 1 2 B IR I 45 DR A AR 1 K H R S

4.6.5 RCHH
4.6.5.1 MiXEM

IR S 17 RE X 485 52 DML T 36 / Z2 4% 40 (] 40 DHCP . ARP . IGMP 25) 47 3 ] . 91 g %t Hofts — 2 1
T S A7 3 R BRI

4.6.5.2 WiKEE
D C L R 4
4.6.5.3 MK B

WA TR AT

a)  FRHRIEL 4 HEATEE TEE W OE N P DA DHCP,ARP IGMP $% SC iy 31 2h g, 56 B3 AT
SR A D g

b) I I 1 k3% — @ MR DHCP L ARPJIGMP 2 3¢

o) ST L ER A BT A s T2 IR A RS

4.6.5.4 FHER

BB o L WP TAY 2 i ) — 2 B Y DHCP L ARP IGMP #f 3C . 3 50 45 4 3 61 5 (312 3¢

4.7 MEFEHEE M
4.7.1 DMZ I &
4.7.1.1 JKBEH

W S 32 DMZ IRg
4.7.1.2 MHKEE

I AC & LA 5,



GB/T 38797—2020

WLAN 3

JRAPC |—— INTERNET—— BRAS |— #BAFA | W% FFPCl

el

AFPC2

5 DMZ IhetilliX Bt &

47.1.3 TS B

MWL B F

a)  FEMRE S HEATER TR MR DMZ Jigg . 948 A PCL;
b) fE PC1 FJFiE HTTP 1 FTP IR % ;

o fEMIK PC E IR SC TP Muht %4 HTTP 1 FTP %5 .

4.7.1.4 FWHIZR
AR o, A PC % 4 6 TP M dik . B #1510 51 PC1 By HTTP 1 FTP )R 55 .
4.7.2 E-F MAC b i He N5 $1 Th g
4.7.2.1 WiKEM
P DG SRR T MAC ik (9 82 AP 61, 7T DA 8 45 A FE il (1) MAC Hbdik
4.7.22 WiXERE
LR TS B
4.7.2.3 WX B

A B F

&) ARV 5 AT FF R M9 MAC Hy bk B2 A8 0 2
b)  EEZE AR WLAN Zugm fi A - PC ) MAC #udik
O WLAN ZAH ™ PC s i [0 45 ,

4.7.2.4 FTHALZER
ABR o R 1 B A O TR R N 4
4.7.3 E-TF IP Mzt B N$E 5 Th e
4.7.3.1 WiKBH
WO S SCRF TP ik 43 A 4% 4 D RE - mT LATGC B 45 A P50 89 TP Mk
4.7.3.2 MAKRE

DA B LR S
8



GB/T 38797—2020

4.7.3.3 NS5 B

WA W .

a) TIN5 $EATIE L A OC ) TP bk 42 A% 6l Dy ie 5
b) Akl PCL Y IP #udik, foi4 PC2 Y IP Huhik;

¢)  PC1 F1 PC2 5[] 4% .

4.7.3.4 FHER
AW o p, PCL ok vilnl . PC2 7] LhijiIa]
4.7.4 URL if ia] = i Ih &8
4.7.41 WiXBH
I e I SRR R 1 44 S URL iy (] 4% 1 D AE B8 11 44 B0 S Re 5 K5 480
4.7.4.2 MiXELE
DA LR 5,
4.7.43 WiXS R

MR A BUF .
a) fRIBKE 5 FHiTiEdE;
b)  FlE MR URL £ TR . 2 B H A LI EE, ARG 2 BN i URL #4750,

4.7.44 FAHAZER
A IR b e, Py Il 45 9N AF A 6 URL [l s ol ) 6 14 i &
4.8 WLAN &£ 14
4.8.1 SSID J~#& /B2 5% Th g€ ik
4.8.1.1 MK EH
) 5 N7 S 45 TG A () 14 SSTD DL X 3 9 2%, S 45 i3 JH 0 G M SSID ™ 3% J1fiE . SSID AT LARG G
4.8.1.2 ik E

I E DL A 6

WLANZ ;1

—|~ WLANZ ;1

B 6 WLAN &t &

INTERNET — BRAS |— BAYIR[— KM%




GB/T 38797—2020

4.8.1.3 ik H B
MR R .
a) IR 6 AT P MR WLAN g
b) M A E 2 NAFEAY SSID. WLAN A 1 ML 2 43 3 3% $#:51 SSID;
c) KM SSID " #Ihiig . A SSID J& 75 R .
48.1.4 FTiHIZER

AT b WLAN &g 1 F12 0 2 7] 1E 4 e A R 2%
AR o, WLAN 283 1) Fo 2k 19 2% 51 2 vh 7 AN 21 SSTD o H 5 5 T 2l e '8 W) 3 42 31 19 5

4.8.2 MAC EINETL)gE MK

4.8.2.1

ik B B

3¢ 73 Open System Fil Shared Key W FiAiE 7=,

4.8.2.2

it B &

D3 DL 5] 6

4.8.2.3 MiXT T
?ﬂlﬂﬁﬁﬁ@%ﬁﬂ?
a) PR 6 dHATIERE AP MC ) WLAN Jifig . id & WEP % D fg ;
b ﬁ%‘lj)ﬂnﬂ{] ()pen System Fl Shared Key PiFfAE 2 ;
o wE WLAN #: A% 4 240, 73 Wk Open System il Shared Key P #iAE 77 5 5
d) WLAN & AN M,
4.8.2.4 WHAZGR

EBE D WLAN 25 0] 1F % 4% A M 2%

4.8.3 WPA-PSK.WPA2-PSK /N2 I g& izt

4.8.3.1

i B B

eS¢ WLAN Jin % Ui fig

4.8.3.2

i i &

e B LA 6

4.8.3.3 Mk B
ML BIT .
a) MR 6 FH TSR S MOCR) WLAN Jhae . IE 7 id B i S50
b)  WLAN Zup 1E 6 FC B AR N B9 0% 7 U4 ISR 5 AP #1500,
4834 FTiHIZER

A0 b d , WLAN 2 il DL B3] AP, Betg 15 18] 2 ™,

10



GB/T 38797—2020

5 EHTEmZeNik

5.1 LR FINE

S AAUE M A 25 0L YD/ T 1440—2006 1 6.1 B RLAE .
5.2 HEINEE
5.2.1 WiXE®

H G0 o g0 | FE 4 5 () L e A e SR AR OG22 A s F o I S N B (3t 9 IR H AR L S SR BT A
)7 KRR ) R AT A 2% LT b R H AR = A A EE 100 R DL EACH .

522 MiXEE
R WU I
5.2.3 Mk R

ML TRMT

a) TR 1 AT

b) 1t PC ELL Web J7 208 55 W OC BC & 50T, Xf W A7 —Se i, Z I HE KR H R T
100 %4

o AFMKHEILER,

5.2.4 TiHAZR
HE P, HAER B /DS BOH 100 451858 00 3 e S P Ik o8 S RIED B RS IE 5% . HoBE A 2B
KB H &,
6 BEFEmEZEN
6.1 JiXEH

P 5 L HL AT — R B2 A G L O IE RIS X 19 5C 3 7 87 LRI 42 ol ) 22 4 P B 9 0F 0 G 14 A 2 i
B [ SRR A — R 9 22 A HILA L g i ) A AT R S A R IE SR B BUE BIIE TR S RS H
A 4 H A VE BE R i 2 e WU AF L PRI R A B A

6.2 MiXELE

I Ae LA 7

RMS [ INTERNET -— BRAS |— #A%H | MWX [— Arec

B 7 ZEHEINENEENKEER

6.3 MiXFTR

A8 B AR
11



GB/T 38797—2020

a)  fEE T AT
b) AR O b E R R IR AR B E S SR WL R 5 5 RMS A 38 4215 00 5
o AERSC I E IR A EEIESS B EE RO SR MM OGS RMS #JEE L .

6.4 THIER
HE b LRSS RMS # sy 4%,
AR oL RSN E LIS RMS #E 57 % 4% .
7 RIS

7.1 FHIhEE
7.1 KB/

D9 5 07 o 214 T ) A A T RS b R 48 RMIS, 76 75 ZE S Al LAt RMS i 8 % 9 5% #5144 Fn 4 3
FEFG. FHT B TGO BT R 45 S R 5 45 8 B R

N 25 HTTP 5 HTTPS & FTP = TFTP.

A AT & S et L

7.1.2 MiXEEE
3 e B WA 7
7.1.3 WXL B

A AR

a)  FRME 7 HEATERE . MOES RMS EHEIEH

b) il i RMS #8F B 56 25 /i 0C1F A 5

©)  7E RMS FXF 5B BRPF FEAT I 7 TH 4 S5 15 TH 90 1 58 s
&) 3E i RMS #5759 564 B FC0F hUAS

7.1.4 TiHAZER

AR ) v I S5C BE T R I G R TR A 4 L T TS B ARE TR L
AR D S B RRAS LR TR B RRAS

7.2 mBERINEE
7.2.1 WX B

W 2 7 2 R RMS X i 47 a8 i
7.2.2 MikERE

ill3

sk e B LR 7
7.23 WXL B
M BT .

a) MR 7 AT OGS RMS B IE R

b) 7E RMS EXIMETEERML.
12



7.2.4 WHZER
AR ) T OGN A I 0 S A R A4 S ERT S B0
7.3 EIEISETINAE
7.3.1 WXBE®
9 N 52 RMS G A JE A7 5 B 3 H 12 I
7.3.2 WAEE
e LA 7
7.3.3 KSR

AL B AR

a)  ARMRE 7 HEATEE L OGS RMS B4R IR
b) 7E RMS |k 6 B 1% 512 W 5

o HER MRS,

7.3.4 WHER
HUR O NIREE BIGE RS WA R

8 BRR£WR
8.1 EIENIR

HLEIU A N A W YD/ T 1055—2005 Hh5 12 B RTHLE .

8.2 WE.FmMAP MWK

i s i AR A WL YD/ T 1082—2011 H5f 6 BRI MLE .

GB/T 38797—2020





